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Abstract
Forensic is a field law that has much developed following the introduction and use of computers. With the rampant use of computers and technological advancement, various crimes have emerged, such as cybercrime requiring crucial analysis and information. Since the introduction of digital forensic, several steps have been developed to explain the multiple attributes in the evidence. The process includes; identification, obtaining, analyzing and storage of data as a form of proof. The most known system of forensic was the traditional system that involved actual data. Still, the system is currently evolving into a more sophisticated one that consists of acquiring digital evidence from electronic devices. The various challenges digital forensics faces are the gaps in collecting and staff attributes in terms of knowledge. 










Proposed Topic: Digital forensics: Effective policing on the digital crime 
Impact on the digital forensic towards the law enforcement on cybercrime, limitation and solutions towards an effecting policing system. 
Proposed Thesis Statement: 
Following an increase in technology, new crime have emerged that need sophisticated technology. The invention or digital forensic is a multistep process that aims at solving crimes happening on the internet. Massive challenges have however faced this process and the need to merge computers with forensic proves efficient. 

Literature review 
Kleijssen, J., & Perri, P. (2017). Cybercrime, evidence and territoriality: Issues and options. In Netherlands Yearbook of International Law 2016 (pp. 147-173). TMC Asser Press, The Hague. 
Following the advent of computers and the internet, many business and mode of have shifted towards computer use and paper-free process that involves using the internet to perform different functions. Of the great advantage to the technology comes numerous flaws such as cyber-crime.  Cybercrime is often defined as the crime involving the use of computers and networks to access private and confidential information in an attempt to obtain money or blackmail for other specific reasons.  The current state of regulation on the internet is faced with a massive blow on barriers and access to the internet, making it a considerable challenge to effectively control, investigate and provide justice or solution to the problems. One of the most significant arms of justice affected is the digital forensic. With the emergency of new technology majority of the people get involved in computing processes that are way beyond the control of authorities, thus bring the question of the capabilities of the justice system to effectively investigate crime and place perpetrators on account 
Edmond, G., Towler, A., Growns, B., Ribeiro, G., Found, B., White, D., ... & Martire, K. (2017). Thinking forensics: Cognitive science for forensic practitioners. Science & Justice, 57(2), 144-154.
Digital forensics has become more relevant and familiar with the increase in technology. Traditional forensics involved the use of tangible evidence such as hair to detect criminal activity. Forensic science provides the insight that applies to the question of law. Initially, it was built on two frames; direct individualizing such as traditional fingerprints detection on the crime scene and non-directly individualizing involving paints as a form of evidence. Digital forensic consists of the extraction of data in a digital format from digital devices. The term is widely used for obtaining, identification and analyzing digital evidence from electronic devices.  There is a significant gap in the knowledge and use of forensics on cybercrime. Such missing information includes; how the functions are organized, the relevant professional attribute of staff and possible means of integrating computer forensics with the investigation of various crimes 
Patil, D. N., & Meshram, B. B. (2016). Digital forensic analysis of ubuntu file system. Int. J. Cyber Secure. Digit. Forensics, 4(5), 175-186.
The forensic process has evolved under different models.  The process model indicates the growth of the process not only attributed to tools of collecting and analyzing digital evidence but also methodology. The methodology is critical in obtaining evidence with several phrases depending on the research area. A standard method in forensic investigation entails defining the sequence of the action crucial to the study. Different methodology frameworks have far been developed with specific phrases to specialize in the other cases. Digital forensic working as a service equally to provide solutions on cloud data is referred to as cloud forensic 
Yaqoob, I., Hashem, I. A. T., Ahmed, A., Kazmi, S. A., & Hong, C. S. (2019). Internet of things forensics: Recent advances, taxonomy, requirements, and open challenges. Future Generation Computer Systems, 92, 265-275.
From the presented challenges on digital forensic, the possible solutions involve knowledge inform of training the various staff on collecting and analyzing the data. With the increase in technology, the equipment used to collect and analyze data needs to be up to date. Margin, the disciple of computer use with forensics, involves aspects of integrating traditional means of forensics with digital means 
Oparnica, G. (2016). Digital evidence and digital forensic education. Digital Evidence & Elec. Signature L. Rev., 13, 143.
The literature aims to address the challenges of staff in effectively collecting and analyzing forensic evidence. With the rapid growth of technology majority of attributes is likely to be missed or ignored. The trends in cybercrime are currently taking different forms that need various approaches to define the unique system. Developing specific phrases and methodology for each crime and the ability to distinguish one crime from the other based on special presentation serves as the basis of the forensics 
The problems and solutions have a more significant impact on developing an effective justice system that provides facts. The gaps face every aspect of justice as digital forensics is slowly picking up in the face of rapid technology. Addressing the challenges is the solution and providing awareness and financial support to fight crime justly. 
Brown, C. S. (2015). Investigating and prosecuting cybercrime: forensic dependencies and barriers to justice. International Journal of Cyber Criminology, 9(1), 55.
The research positive provides an alternative from the traditional forensic to digital forensic to deliver justice. Understanding the primary and building block of forensic with its challenges provides an alternative to better the process. Some of the address gaps are the most setbacks that the legal system ought to review to understand better the forensic process in obtaining evidence 
In conclusion, the law operates based on evidence. With the increase in technology, traditional forensic is devoid of obtaining evidence. Digital forensic is preferred and requires sophisticated technology and trained personnel to extract and analyze data for evidence. Such systems are highly affected by numerous gaps, such as linking computers to forensics and analyzing the information. 
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